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Be Careful Of This Latest Carousell Scam!

Description

Gina Ang added 15 new photos.
Yesterday at 02:51 -
Barely 30minutes ago, | almost got scammed on Carousell.

So this Carouseller pm me and ask for my Whatsapp contact which | readily
gave. Then the conversation took place and the offer was a bit too good to
be true. But because | recently did have a transaction across the border to
Malaysia, | did not doulbt the carcuseller until | googled the area code while
waiting for payment.

+234 - area code for Migeria.
| decided to play along, should this be a genuine buyer in any way.

As anyone can‘see from, the conve in the attached pics, these scammers
are now on Carouhelll Please stay guarded.
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There has been a flurry of scams reported and exposed in Singapore recently, including gold scams,
kidnap phone scams, credit-for-sex and e-commerce scams, businessmen preying on students with a

fake degree scam, and even car rental scams.

You might even have noticed some credit / loanshark scams posting comments on my blog in a bid to
advertise themselves to any unsuspecting readers. 1a??ve done my best to delete them as soon as
1a??m notified, but ultimately, for scams that cannot be censored, one must also be responsible and do
our own due diligence so that we do not become the next victim.
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http://3.bp.blogspot.com/-dX8ahS68S28/VjYQwzM_dvI/AAAAAAAAOTA/Gh6S64Jvj8Q/s1600/Screen%2BShot%2B2015-11-01%2Bat%2B9.12.19%2Bpm.png
http://www.straitstimes.com/singapore/more-than-100-investors-make-police-reports-on-gold-buyback-scheme-at-investment-firm
http://www.straitstimes.com/singapore/courts-crime/spike-in-kidnap-phone-scams
http://www.straitstimes.com/singapore/courts-crime/surge-in-online-scams-in-first-half-of-year
http://www.straitstimes.com/singapore/courts-crime/man-jailed-for-22m-fake-degree-scam
http://www.straitstimes.com/singapore/courts-crime/man-jailed-for-22m-fake-degree-scam
http://www.straitstimes.com/singapore/courts-crime/27-year-old-man-arrested-over-car-rental-scams
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| use the local Carousell app fairly regularly to get rid of my second-hand items for extra cash, while
buying cheap items from someone else whenever | need something. Wea??re all familiar with
Carouhell, but a recent post going around seems to suggest that scammers are also now appearing on
the app trying to trick unsuspecting victims.

This was originally posted by Gina Ang on Facebook (and republished here with permission).
Note that all images are rightfully credited to Gina Ang.

hittesh101

tap here for more info

We've prepared a short guide 1o help you
complete your transaction. Learn how to
get paid, and how to get your item to your
buyer, and more!

3how me how it works

abaLs e
Am interested in buying tk By
naw, get back 1o me with your a
whatsapp number 50 we can talk

about it because | don't have time

fo talk here. ..
Ty 16aem
od
Type your message here m
Archive Chat Leave Feedback

| only have one word of advice 4?7 be discerning.

Remember to check reviews of the sellers or buyers you deal with. It is easier to obtain information
about sellers rather than feedback on buyers, but you should still spend a few seconds to check out
their profile and past transaction records first before dealing with them.
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f—. +234 705 421 45...

TODAY

Hello this is Hittesh buyer of your
PRADA BAG on Carcusell

Hi. 4
How areyou

Good. May | know if youre located in
Singapare? 1:20 AM

| offer you $1,100 including shipping
cost 1o Penang Malaysia... do you
have a bank account that | can send
the paymant to. If you have an
account send me details now to bank

in asap.

Account name Q -~
Account number < Q
Bank name

)
[-'.—'.r

When youa??re asked for your bank account details, ALWAYS be extra careful. Basically, anyone
who asks you to transfer money first before you get anything from them is always a major red flag.

<—. +23470542145...

have you receive the payment email
from the bank

Theres something wrong with my
email account since yesterday so |
couldnt log in though. 200 AM &

the payment is currently on pending
because there was an overcharge of
$400 from my account to your
account that is why the bank is
holding your account so you have to
refund the 5400 first so they can
unlock your account with the 51600
and you can proceed with shipment
after you receive the money. i

50 you have to check your email asap

Then you cancel your transaction and
make exact payment then. 54y a1

The payment cannol be cancel

- O
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Be skeptical of what looks like &??officiala?e emails (or other forms of communication) from banks or
any credit institutions. If need be, call the bank directly to verify if the email or SMS is indeed from them.

@ 12470502185 X ©

Then you cancel your transaction and
make exact payment then.

The payment cannot be cancel
because the payment is currently
locked on your account

that is why you have to check your
email address for the payment
confirmation email from the bank so
you can understand

Sorry | dont think so because theres
na ledger balance in my account at
all, Ive just checked with my bank,

yes | told you that the payment is
(logked on your account that iis why

‘t‘hw sent yoll the-payment
confirmation'éngail

the money will reflect on ynur &ccm ’I"
once you unlock the paynebt

= Q
& g 5§ & :

TRANSACTION MUMBER - SW1B09988T67T2990NL

Dear OJina Ang,

We've placed a temporary
N7 i tha s o afis .

As mentioned in the receipt of Payment sent to
earlier and as per our New Bank Payment policy, we
have fully debited the total
amount 51,600.00 56D from the buyer's account
which included the overchange Charges.

Your payment of $1,600.00 S50 is now
ready 10 be activated into your bank aceount and
the payment of 51,600.00 5G0 will be reflecting in
your account In the next 12 hours which means
you have less than 12 hours to refund the
overcharge amount of $400.00 SGD sent to
you back to your buyer via Western Unlon 30 a5 1o
enable us onhold your payment from reflecting on
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EVVITE (Tal1STer LToer 1o (s
Online Banking has been Approved .
TRANSACTION MUMBER - SW1B099887672990ML
Dear Gina Ang,

Hera we providing you the
verified address for the transfer once you get the
mioney sent, you will have to get back to us with the

western union receipt for verification so we can
unlock your account.

Address Status: Verified
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Dead Gina Ang,

We honor to inform you that the sum of 51,600.00 SGD was transferred to you from Hittesh
Gupta Wia Credit Europe Bank®. Hittesh Gupta the buyer of your item has made the payment for the item, and the full
payment has been transfemed 1o your Bank Account details below:

Transaction Summary:

Mt $1,600.00 56D
Transport Charges Included
Pald For ltem Prada Bag |
Total * 51,600.00 3GD
SW1B0GEETET2990MNL
Quantity 1
SHIFPING COMPANY Singapore Post
#ame : Muhammad Balhagl Bin Rozat
ddress: 33582 mukim 20
Shipping Address City: bukit mertajam,
[S1ate; Penang
Padlal Code: 14400
[Country: Malaysia
Mame; Gina #
Weeaunt Num.,
ank Mame: G
Account Detalls for Remittance oeation: Singapore
157 800,00 SGD
el = o

=

ACCOUNT HAME i ACCOUNT HUMBER

|
BANK NAME | ACCOUNT TYPE | SHIPPING OPTION |Amount Transfer

Credit Europe Bank® | Current Account | Singapere Pest
|
1

£1,600,00 SGD

Hittezh Gupta 140292699+

Thank you for using Credit Europe Bank® Online Transfer | Feel Free 1o contact us anytime if you have any question or comamant
about this transaction, all questons/correspondences should be forwarded to us at this emaill address;

crediteuropebanks@awnplace com
£ Credit Europe Bank® | 1995 -2015. All rights reserved,
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You can read more about the original post here.
Be careful everyone!

With love,
Budget Babe

Category

1. Family
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